JlelicTByIOIAsA peNaKITUA

ITucsmo Muno6pHayku Pocenu oT 14.05.2018 N2 08-1184

O manpasjeHuu nHGoOpManmuu

MUHUCTEPCTBO OBPA30BAHUA 1 HAYKH POCCUIMCKOM
OEAEPAIINN

IIMMCBMO
oT 14 masa 2018 roga N2 08-1184
O mHanpasjeHuu HHPOPMAITUH

JlemapTaMeHT TOCy/IapCTBEHHON NOJUTUKU B cdepe obmero obpa3oBaHUsA
Munobpuaykun Poccum HampapisieT 11 CBefieHUs paspaboraHHble BpemeHHOM
komuccueii CoBera ®enepanuu 10 Ppa3BUTUI0 HUHOOPMAIMOHHOTO OOIECTBa
METOUYECKHE PEKOMEHJAUAN O pa3MelleHnd Ha WHQOPMAIMOHHBIX CTEHAX,
obuINAJIPHBIX  WHTEpHET-calTaXx ©W  JIpyrux  WHQPOPMAIMOHHBIX  pecypcax
00111e00pa30BaTeIbHBIX OPTaHU3AIUN U OPraHOB, OCYIIECTBJAIOIIUX YIIpaBJIeHUE B
cdhepe obpazoBanus, nHGopManuu 0 6€30IaCHOM IOBEJEHUN U UCIIOJIb30BAHUU CETH
«HTEpHET>.

JupexkTop [lenaprameHnra
A.E. IleTpos

MeToauuyeckue peKOMeHJaluu
0 pa3MenleHuU Ha NTH(POPMAIIMOHHBIX CTEHAaX, O(PUITNATHBHBIX
HHTEPHET-cauTax v APYrux HHGOPMAIIMOHHBIX pecypcax
001Ie00pa3oBaTe/JIbHBIX OPraHU3aui U OPraHOB,
OCYIIECTB/IAIOIINX yIIpaBjieHue B cepe ooOpazoBaHusl,
nHGOpMaIH 0 6€30IIaCHOM ITOBEJE€HUH U MCIOJIb30BAaHUU CETHU
«AHTEepHET»

IKcrepraMu U wieHaMu BpemenHoii komuccuu CoBera Pesepaniuu 10 Pa3BUTHIO
nHGOPMAIIMOHHOTO O0IIECTBA B paMKaX BBITTOJIHEHUsS PEKOMEHJAIUH MapIaMeHTCKUX
CIyIIaHUU «AKTyaJbHbIE BOIPOCHI oOecreueHUs1 O0€30MaCHOCTH U Pa3BUTHSA JeTeH B
nHGOPMAIIMOHHOM IIPOCTPAHCTBE», KOTOphIe pouutu B CoBeTe @enepariuu 17 ampesis
2017 Tr., ObUTH pa3paboTaHbl METOJAWYECKHE PEKOMEHJIAIUM O pa3MelleHuH Ha
WH(POPMAIIMOHHBIX  CTEHJaX, OQUIIUMAIbHBIX  HHTEPHET-CAUTaX W  JIPYTHX
nH(POPMAIIMOHHBIX pecypcax o0Ieo0pa3oBaTeIbHBIX OpPTraHU3aldii U OpPraHOB,
OCYIIECTBJISIONINX yIpaBiieHue B chepe obpazoBaHusA, WHGOpPMAUH O 0Oe30IIacHOM
IOBEJICHUM W WCIOJIb30BaHUU ceTu «lIHTepHeT» (Hajlee - MeTOAWYECKHE
pEeKOMeH 1Al ).

MeTroguueckne peKOMEHJAIlUM HallpaBJeHbl HA KauvyeCTBEHHOE TMOBBINIEHHE YPOBHS
nHGPOPMAIIMOHHON AeATETPHOCTH 00Imeo0pa3oBaTEIbHBIX OPraHU3aIuii U OpPraHOB,
OCYIIECTBJISIONINX YIIpaBjieHHe B cdepe 00pa3oBaHUs, B YACTH HHGOPMHUPOBAHUSI
yJaluxcsl, X poauTesen (3aKOHHBIX IIPe/ICTABUTENIEH) U MeJaroruuyecKuX pabOTHUKOB
00 OCHOBHBIX acIeKTax HHQOPMAITMOHHOU 6€301TaCHOCTH.



MeTtoiyeckrie peKOMEHAINU IO3BOJIAT 001e00pa30BaTeIbHBIM OPraHU3AlUAM U
OopraHaM, OCyIIeCTBJIAIONINM yIpaBjeHue B chepe 00pa3oBaHus, AKTyaTU3UPOBATh yiKe
HCIIOJIb3yeMble U pa3MellleHHble NH(QOPMalOHHbIE MaTepUasbl, TaK U HOATOTOBUTH UX
B CJIy4yae UX OTCYTCTBUS C yUeTOM JIyUIINX IPAKTUK U PeKOMeH/IaIuil.

B pamkax MeTOAUYECKUX peKOMEHAANN paccMaTPUBAIOTCA CIIeYIONIe MHCTPYMEHTHI:
1. ”HQOPMAIUOHHbBIE CTEH/IbI;
2. odunuagbHble HHTEPHET-PECYPCHI;

3. cpezicTBa MaccoBo MH(oOpManuu (IIIKOJbHBIE Ta3€Thl, MearOTUYECKUe U3/IaHUA U
JpYTHE).

Nudopmanuonuble cTeHAbl Ha mHGOpMANMOHHBIX CTEHAAX B 0011e00pa30BaTeIbHBIX
OpraHU3aIUAX, PACIOJIOKEHHBIX B ¢dolie yupexJeHUu U B KaOWHeTax, OCHAIeHHBIX
[IepCOHAIBHBIMHU YCTPOMCTBAMU /I BBIXOZAa B ceTh «lVIHTepHeT», pEeKOMEHAyeTCs
pasmecTuTh WH(POPMAIMOHHBIE TAMATKH, COJEPIKAIINe OCHOBHBIE COBETHI IO
obecreueHUI0 MHOOPMAITMOHHOHN 6€301MaCHOCTH yJaIXCs.

B IIPUJIOKEHN U No1 k METOANYECKHM PEKOMEHAAIIUAM IIPEACTABJIEH o6pa3eu IIaMATKHN
JJId pasMeElleHHA Ha I/IH(I)OpMaL[I/IOHHbIX CTeHaax.

CpenctBa MaccoBoi wuHpopmamuu B cpexcrtBax  maccoBod — mHMoOpMaiuu,
OPUEHTHPOBAHHBIX Ha OOYJamIIUXCS, PEKOMEHAyeTcs B TeYeHUH y4eOHOTo Troja
peryJisipHO myOJMKOBaTh MHMOPMAIIMOHHBIE MAaTEPHUAJIBI, MOCBAIEHHBIE OTAEIbHBIM
aciektTaM WHGpOPMAIMOHHON 06e30IacHOCTH, a TAKXKe PA3JIMYHblE MAMATKH OOIIETro
Xapakrepa.

B cpexncrBax wmaccoBoul wuHGOpMaIUM, OPUEHTHUPOBAHHBIX HAa II€JaTOTUYECKYIO
00I1leCTBEHHOCTh, PEKOMEHJyeTcd B TeYeHUU KaJIeHJapHOTO ToJla PeryJspHO
my0IMKOBaTh WH(OPMAIMOHHBIE MAaTepHAasbl, IMOCBAIIEHHbIE OT/EJIHHBIM AaCIEKTaM
“HOPMaIOHHOU 6e30macHOCTH KaK HeCOBepIIIeHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OpPTraHU3AIMi, a TakKe pa3JIndHble TaMATKH, 0030phI
HOPMAaTUBHO-IIPABOBOTO  PEryJIMPOBAaHUA JaHHONW cdepbl u uHPOPMAIUIO O
aKTYyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B JAHHOU cdepe.

B xome mpomemenuss EmmHOoro ypoka mno 0Oe3omacHocTH B ceTu «VIHTEpHET»
pPEeKOMeH/IyeTcs O0ECIeUYnTh BBIIMYCK TEMAaTUUECKOTO BBIMTyCKa CPEACTBA MacCCOBOM
nHGOPMAIUY JTUO0 CEPUU IyOJITUKAIIUH, CPETN KOTOPBIX PACCMOTPETH OPraHU30BAHHBIE
MEpPONPUATUS I OOydJaronuxcs, WX poauTeeld (3aKOHHBIX IIPEICTaBUTENIEH) U
MeJJarOTUYeCKOU 00IIeCTBEHHOCTH.

Odunyanbabie HMHuTepHeT-pecypchl O611e06pa3oBaTeTHHBIM Opra’Hu3anusam
pekoMeHayeTc Ha CcBOuUX odunuanbHbix HTepHeT-pecypcax  obecnedyuTb
(pyHKIMOHUpOBaHHE  CaMOCTOATEJBHOTO U CIENUAJIM3UPOBAHHOIO  paszen
«HpopmarnronHas 6e30MacHOCTh», B paMKaxX KOTOPOTO MPEAyCMOTPETh pa3MellleHue
caenymollei nHGopMaIum:

dopmar
Ne Pa3nea/moapazaen NpeacTaBIeHUus Coaepxkanue MaTepHaJioB
MaTepuaioB




JlokanbpHbBIC
HOPMATUBHBIC
chepe
nH(pOpMaAITMOHHOM
0e30IacHOCTH
00yYaIIHIOITUXCSI

aKTbl B

obecrieuenns Komuu 10KyMEHTOB
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Pa3zmerarorcss KONMHM JTOKYMEHTOB, T.€.
CKaHUPOBAHHBIM BAapHAHT JOKYMEHTa,
COOTBETCTBYIOIIMM  TpeOOBaHMAM K
napameTpam CKaHUPOBAHMS.
Pasmemarorcs JIOKYMEHTHI,
pEeriIaMEeHTHPYIOIME  OpPraHU3alUil U
paboTy C TepCOHANbHBIMUA JaHHBIMH,
IUIaHBl MEPONpPUATUI 1O 00ecredeHuro
UH(POPMALIMOHHOM 0e3omacHoOCTH
00yyYaroIuXcs U ApyTHeE.

HopmaTtusHoe
peryinupoBaHue

Konuu
JIOKYMEHTOB B
¢dopmare *PDF

[TyOnuKyIOTCS aKTyalbHbIE CBEJICHUS 00
beneparbHBIX u pEeruoHaIbHBIX
3aKOHaX, MUCbMax OPTaHOB BIIACTH H
apyrue HOPMAaTHUBHO-ITPABOBBIC
JTOKYMEHTBI, periIaMeHTHPYIOIINe
oOecrieueHue nH(OpPMAITMOHHON
0€30MacHOCTH  HECOBEPIICHHOJETHHUX.
JlomyckaeTrcsi BMECTO KON pa3MenaTh
THIIEPCCBUIKA  HAa  COOTBETCTBYIOLIHE
JOKYMEHTHI ~ Ha  calTax  OpraHoB
rOCyIapCTBEHHOM BJIACTH.

[Tenarornueckum
pabOTHHKAM

Tekct Ha cTpaHuUIe
caiita Konuu
JIOKYMEHTOB B
¢dopmare *PDF

Pa3zmemarorcs
PEKOMEH1alluu H
uHpopManus 0
MPOEKTaxX u
HaIpaBJIEHHBIX MOBBIIICHHE
nH(MOPMAITMOHHON rPaMOTHOCTHU
MeJarornIecKux PabOTHUKOB.

METOANYECKUE
YKa3bIBa€TCs
MEPOTPHUATHSIX,
IIporpaMMax,
Ha

OO6yuarommmcst

TekcT Ha cTpaHuile
camra

Pa3mermmaercst MH(POPMAIMOHHAS
namsatka  (mpwioxkenune — Ne?2)  m
yKa3bIBaeTCs uH(bOpMAIHs 0
MEpOIPHUSATHSIX, pOeKTax u
nporpaMmax, HaIPaBJICHHBIX Ha
MOBBIIIICHUE uH(pOpMaIIMOHHOW
IPaMOTHOCTH 00YYaIOIINXCSL.

Popurensm (3akOHHBIM

TekcT Ha CTpaHULC

Pa3memaercs nHpOpMaIMOHHAs

pEeICTaBUTENISAM .
e ) caiira namsTka (mpunoxerue Ne3).
oOyyJaronmxcs
Pazmemaercs nHpopManus 0
Herckue  GesomacHble | TekcT Ha cTpaHUIE | PEKOMEHAYEMBIX K HCIIOIb30BAaHUIO B
CalThI caiita y4eOHOM TIpoliecce Oe30macHbIX calTax,

OaHHEepbI 0€30MaCHBIX JETCKUX CalTOB.

CBOHX

o(pUITUATBHBIX

OpraHam, OCYIIECTB/ISIOIINM YIIpaBjeHUe B cdepe oOpa3oBaHUs, PEKOMEH/IyeTCs Ha
M HTepHeT-pecypcax

obecrieunTh  (PYHKIIMOHUPOBAHHE




CaMOCTOAITEJIPHOTO W CHenuaJau3upoBaHHoro  paszgen  «MHopmanuoHHas
06e30I1aCHOCTb», B paMKax KOTOPOrO IIPelyCMOTPEeTh pa3MellleHHe cJeayrollei
nHpoOpManuu:

IIpunoxxenue N1

ITamarka
JJISL OOy4JaoIuxcs 00 nH(POPMAIIMOHHOM 0€30IacCHOCTH JeTen

HEJIb34

1. Bcem moapsa coobmiath CBOIO YacTHYIO mHMopmaruio (HacTosmue umsi, pamMuIuio,
TesieOH, ajpec, HOMeP IIIKOJIbI, a Tak:Ke (GOoTOrpaduu CBOU, CBOEH CEMbBHU U JIPYy3€i);

2. OTKpBIBaTh BJIOKEHHBIE (alyIbl 3JeKTPOHHOU TMOYTHI, KOI/la He 3Haellb
OTIIpABUTEJIH;

3. I'pybuts, mpuaupaTbcs, OKa3bIBaTh /daBJIeHHE — BeCTU cebs HEBEXKIUBO U
arpeccuBHO;

4. He pacmopszkaiicsi JeHbraMu TBOeW ceMbu 0e3 paspellleHHus CTapIIux - Bcerja
cIpalmmnBail poiuTesen;

5. He Bcrpeuatica ¢ VHTepHeT-3HAKOMBIMH B peaJbHOU JKU3HU - IOCOBETYHCHA CO
B3POCJIBIM, KOTOPOMY I0BEPSEIIb.

OCTOPOKHO

1. He Bce mumyTt npaBay. Yuraemsb o cebe Henpaay B VIHTepHeTe — coobIu 00 3TOM
CBOUM POJIUTEJISIM UJIU OTIEKyHaM;

2. [TpurnamarT nepernuchBaThCsl, UTPaTh, 0OMEHUBATHCSA - IPOBEPH, HET JIU T0/[BOXA;
3. HezakonHoe konupoBanue ¢aiiyioB B IHTepHETE - BOPOBCTBO;
4. Becerga pacckasbiBail B3pocyIbIM 0 IpoOsieMax B CETH - OHU Bcerzja IIOMOTYT;

5. Mcmonp3yil HaCTpOWKHM 0€30IacHOCTA W IMPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETSX U APYTUX MMOPTaJIaX.

MOKHO

1. YBakall Ipyrux noab30BaTesiel;

2. [Tosp3yernibess IHTEPHET-UCTOYHUKOM - JieJIail CChLJIKY Ha HETO;
3. OTKpBIBa#l TOJIBKO T€ CCHLJIKU, B KOTOPBIX YBEPEH;

4. O0MmaThCsA 32 TOMOIIBIO B3POC/IBIM - POJAUTEIIH, OTIEKYHBI U a/IMUHUCTPAIUS CAHTOB
Bcer/ia MoMoOryT;

5. IIpoiimu oOyuenue Ha caite «CeTeBUUOK» U TIIOJydH IIAcOPT LHU(PPOBOTO
rpakaaHuHal

IIpunoxenue NQ 2



NuadopmamnoHHas MaMATKA A O0yYaroUIUXCs 1A pa3dMelleHUA
Ha opunuaabHbIX THTEpHET-pecypcax

C KaKJbIM TOZOM MOJIOZEXKH B HHTEPHETE CTAHOBUTHCA 0OJIbIIIE, a IIKOJIBHUKHA OJHU U3
caMbIX aKTHBHBIX II0JIb30BaTe el Pynera. Mesxy TeM, IOMHMO OTPOMHOTO KOJTHYECTBA
BO3MOXKHOCTEH, MHTEPHET HeceT W IpobseMbl. JTa MaMsTKa JOJKHA IIOMOYb Tebe
0€e30I1aCHO HAXOIUTHCS B CETH.

KomnbroTepHble BUPYCHI

KoMnpioTepHBIA BHUpPYC - 39TO PA3HOBHUJHOCTh KOMIBIOTEPHBIX IPOTPaAMM,
OTJIMYUTETFHOU OCOOEHHOCTHIO KOTOPOU ABJISIETCA CIHOCOOHOCTh K Pa3MHOXKEHHI0. B
ZOTIOJTHEHUE K 3TOMY, BHUPYCHl MOTYT IOBPEJIUTH WJIU IOJHOCTHIO YHUUTOXKUTH BCe
aitipl M AaHHBIE, TOAKOHTPOJIbHBIE IIOJIB30BATENI0, OT HMEHH KOTOpOro ObLia
3amyllleHa 3apak€HHas MPOorpaMMa, a TakKe TMOBPEIUTh WJIN Jla)Ke YHUUYTOXKHUTD
OIEpPAIlMOHHYIO0 CHUCTEMY €O BceMHu ¢ailylaMu B IeJioM. B OOJIBIIMHCTBE CIIy4aeB
pacIpoCTPaHAIOTCSA BUPYCHI Uepe3 UHTEPHET.

MeTozbl 3alIUTHI OT BPEAOHOCHBIX IITPOrpaMM:

1. Mcnosnip3yii coBpeMeHHbIe OllepalliOHHbIE CUCTEMBI, UMEIOIe CepPbE3HBI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTrPaMM;

2. IlocrosaHHO ycTaHaBiuBail nautu (nudgpoBble 3amlaTKH, KOTOpble aBTOMAaTUYECKU
YCTAHABJIUBAIOTCA C IEJIBI0 JOPAOTKU IPOTrpaMMbI) U APYTHe OOHOBJIEHWS CBOEU
omnepanuoHHON cucTeMbl. CKauMBall UX TOJIBKO C O(PUIIMAIBHOTO calTa pa3paboTunKa
OC. Ecnu cytiecTByeT peXUM aBTOMAaTHYeCKOTO OOHOBJIEHM S, BKJIIOUH €T0;

3. Paboraif Ha cBoeM KOMIIbIOTEpE IO/ ITPaBaMHU I0JIb30BATEJIsA, & HE a/IMUHICTPATOPA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IMPOTPAMM HHCTAJTUPOBATHCA HA TBOEM
IIePCOHAJILHOM KOMIIBIOTEPE;

4. Victioyib3y#i aHTUBUPYCHBIE MIPOTPAMMHBIE ITPOJIYKThI U3BECTHBIX MPOU3BOUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIECKUU JOCTYI K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUIT;

6. cnosp3yll BHeIlIHNE HOCUTEeNIU UH(pOpMAIUY, Takue Kak (Jelika, JUCK Win daii
13 UHTEePHETA, TOJIBKO 13 NPOdepPEeHHBIX HCTOUHUKOB;

7. He OTKpbIBall KOMIIBIOTEPHBbIE (PANJIbI, IIOJIyYe€HHbIE U3 HEHA/IEXKHBIX MCTOYHUKOB.
Haxe Te (ailyipl, KOTOpPbIE MIPUC/IAT TBOU 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJIIAI
JIN OH Tebe ux.

Cetu WI-FI

Wi-Fi - 310 He BHUJ mepenavyu JaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIb OpPEHJ, MapKa.
Eme B 1991 roay HujepsaHJcKas KOMIIAHUA 3apeructpupoBaia 6pens « WECA», uto
oboszHauasio cimoBocodyetanue «Wireless Fidelity», koropsiii mepeBomuTcs Kak
«BecTpoBO/IHAS TOUHOCTD».

Jlo Hamiero BpeMeHH JonuIa Apyras abOpeBwaTypa, KOTOpas SBJAETCA TAKOH ke
TexHoJIoTHel. Ato abopeBuarypa «Wi-Fi». Takoe HazBaHue OBLIO IAaHO ¢ HAMEKOM Ha
CTaHJIapT BbICHINM 3ByKoBOoM TexHuku Hi-Fi, yTo B mepeBojie 0O3HauaeT «BBICOKas
TOYHOCTB».



Jla, 6ecIuTaTHBIN MHTEPHET-AO0CTYN B Kade, OTeJISIX U a3PONopTax ABJISAETCA OTIUUHOUN
BO3MOXXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOTrme B3KCIepThl CUMTAIOT, 4YTO
obmenocrymnabie Wi-Fi ceTu He ABIAIOTCSA O€30MaCHBIMU.

CoBeTbl 110 Oe301acHOCTH paboTe B 00OIIENOCTYIHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo JuUuYHYI HHpopManuio udepe3 oOmemocTymabie Wi-Fi certu.
Paboras B HUX, JKeJIaTeJIbHO He BBOJIUTD IIAPOJIH JOCTYIIA, JIOTUHBI U KaKUe-TO HOMepa;

2. Mcnosip3yit 1 OOHOBJISIH aHTUBUPYCHBIE ITPOrpaMMBbI B OpaHaMayep. Tem caMmbIM ThI
obe3ormacuinb cebst OT 3aKauKy BUPyca Ha TBOE YCTPOUCTRBO;

3. IIpu wucnonb3oBanuu Wi-Fi otxioun ¢yHKnuo «OOmui moctyn k daiiaM u
npuHTepam». JlaHHasA QYHKOUA 3aKphiTa 10 YMOJTYAHUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIN aKTUBUPYIOT €€ I y/I00CTBa UCIIOIb30BAHUSA B paboTe Win y4eoe;

4. He ucnonb3yii mybosmmunasiii WI-FI 11 mepemaun JIMYHBIX JAHHBIX, HAIPUMED JIJIA
BBIXO/]a B COIMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. Nmosp3y# TOJIBKO 3aimuineHHoe coenuHeHue yepe3 HTTPS, a ve HTTP, T.e. npu
Habope Beb-aapeca BBoAU UMeHHO «https://»;

6. B wmoO6wibHOM TesiedoHe oTkIOuM ¢yHKnuioo «Ilogkmodyenne k- Wi-Fi
aBTroMaruuecku». He mormyckail aBTOMaTHUUeCKOTO MOJKIIOUEHUS YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

COHI/IaIII)HBIe CeTHu

ComuasibHbIE CETH aKTHUBHO BXOJAT B HAIITy JKU3Hb, MHOTHE JIIOJI PAOOTAIOT U JKUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJIHAP/, YEJIOBEK, UTO SIBJISETCS
OJIHOI CceIbMOU BCEX >KHUTejied IIaHeThbl. MHOTrHMe II0JIb30BaTeJH He IMOHMMAIOT, UTO
uHpopManus, pa3MellleHHas WMU B COIHMAJIbHBIX CETAX, MOMKET OBITh HalJleHa WU
HCIO0JIb30BaHA KEM YTOTHO, B TOM YHCJIe He 00s3aTeTbHO ¢ OJTaruMu HaMePEHUSIMH.

OcHOBHBIE COBETHI 10 O€30MaCHOCTH B COMA/IbHBIX CETAX:

1. OrpaHuYb CHHCOK Jipy3ed. Y Tebs B JIpy3bAX HE JOJDKHO OBITh CIyYaWHBIX U
He3HaKOMBIX JIIOJIEH;

2. 3amuIinay CBOI YAaCTHYIO KM3Hb. He ykaswIiBall maposiu, TesedoHbI, ajipeca, aaTy
TBOETO POXJEHUA € [APYIYI0 JIUYHYI0 HHQOOpMAIUIO. 3JIOYMBIIIJIEHHUKH MOTYT
HCIOJIb30BaTh Jake WH(GOPMAIIUI0 O TOM, KaK Thl U TBOW POJUTENH ILJIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBoO PeIyTanuio - AEPKU ee B YHCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI JPYTHE II0JIb30BATEIN BUJIEJIH, UTO ThI 3arpyskaeib? [logymaii, mpek/ie yeM
YTO-TO OIMyOJIMKOBATh, HAITMCATh U 3aTPY3UTh;

4. Ecau ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3yH CBOE peasibHOE
UM U JPYTYIO IUUHYI0 HHPOPMAIUN: UM, MECTO KUTEIbCTBA, MECTO YUeObI U IIPOUeE;

5. 1306erait pasmetenus pororpaduii B IHTEpHETE, T7ie T N300pakeH Ha MECTHOCTH,
10 KOTOPOH MO3KHO OIIPEJIETUTh TBOE MECTOTIOJIOKEHUE;

6. ITpu perucrpanuu B COIUAILHOU CeTH HEOOXOUMO HCII0Ib30BaTh CJIOKHBIE ITAPOJIH,
cocrosimue U3 OyKB 1 QP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 1)1 conuasibHOM CETH, ITOUTHI U JIDYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BAaTh Pa3HbIE
maposiu. Torza ecyim Teb6s B3JIOMAOT, TO 3JI0YMBINIIJIEHHUKH TOJIYYaT JIOCTYH TOJIBKO K
OTHOMY MECTY, a HE BO BCE Cpaay.

AJIeKTPOHHBIE JeHbI'U

SJIEKTPOHHBIG A€HbI'M — 3TO O4YE€HDb y,I[O6Hblﬁ crrocob HHaTeHCEﬁ, OJHAKO CYIIIECTBYIOT
MOII€HHUKH, KOTOPbIE XOTAT ITOJIYYUTb 9TU JC€HbI'U.

DJIEKTPOHHBIE JIeHbI'M MOABWINCH COBCEM HEIaBHO M MMEHHO M3-3a 3TOr0 BO MHOTHUX
rocyZlapcTBax JI0 CHUX IIOP He MPOIHMCAHO PO HUX B 3aKOHAX.

B Poccuu xe OHU (PYHKIHMOHHPYIOT M O HHX YK€ IPOIIMCAHO B 3aKOHE, IJie HX
pa3AesisiioT Ha HECKOJIPKO BHIOB - aHOHUMHbBIE U He aHOHHMMHBbIE. Pa3HuIla B TOM, 4TO
AaHOHUMHBIE - OTO Te, B KOTOPBIX paspellaercsi MPOBOAUTH oOmepanuu 0e3
UIeHTH(PUKAIINY T10JIb30BaTENsl, a B HEAHOHUMHBIX HAeHTU(MUKAIIUN I10JIb30BaTEJIA
ABJsIeTCA 00s13aTeIbHOM.

Takke ciefyeT pasnyarh 3J€KTPOHHBIE (pUATHBIE JIEHbI'H (PaBHBI TOCYZIapCTBEHHBIM
BaJIIOTAM) U 9JIEKTPOHHBIE HepUaTHbIE IeHbIY (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTAM).

OcHOBHBIE COBETHI 110 O€30IMacHON paboTe ¢ 3JIEKTPOHHBIMH JIEHbIaMMU:

1. [IpuBsKM K cueTy MOOWJIbHBIN TesieOH. DTO caMbIid yAOOHBIH U OBICTPHIA CIIOCOO
BOCCTAHOBHTb JIOCTYM K cuery. [IpuBA3aHHBIN TeedOH IOMOXKET, eciu 3a0y/IeIb CBOH
TUTATEKHBIHM TAapOJIb WJIHA 3a/IENTh HA CAUT C HE3HAKOMOTI'O YCTPOUCTBA;

2. Mcnonp3y# o/iHOpa3oBble TMaposu. Ilocsie mepexoza Ha YCHUJIEHHYIO aBTOPU3AIIHIO
Tebe yke He Oy/ieT yrpoKaTh OMaCHOCTh KPAyKU WJIM IepexBaTa IJIAaTeKHOTO TapOoJIs;

3. Boeibepu cioxkHbIM maposb. [IpecTymHMKaM OyneT He MPOCTO YraZaTh CJIOMKHBIN
napoJsib. Hazexxaple naposin — 3TO MapoJiv, KOTOPBIE COZiepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ceDsl CTPOUHBIE U MPOMUCHBIE OYKBBI, U(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKMe Kak 3HaK /oju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4. He BBOAM cBOU JIMUHBIE JaHHBIE HA CAliTaX, KOTOPHIM He I0Bepselb.
IJIeKTPOHHAA ITIOHTA

AJIEKTPOHHAA [IOYTA — 3TO TEXHOJIOTUSA U IPeJOCTaBsgeMble €10 YCIYTU 10 NepPechlIKe
Y TIOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOPhIE PACIPENEISAIOTCA B KOMIIBIOTEPHOMN
cetd. OOBIUHO HJIEKTPOHHBIA IIOUTOBBIM SAIIUK BBIVIAAUT CJEAYIONUM 00pa3oM:
UMs_II0JIb30BATENA@UMA_/J0MeHa. Takke KpoMe nepeZlaqy MPOCTOro TEKCTa, UMeeTCsA
BO3MOXKHOCTB Iepe/IaBaTh (PauIbl.

OCHOBHBIE COBETHI 110 H€30IMacHO paboTe C SJIEKTPOHHOU MOUTOMU:

1. Hayo BhIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIllE JIOBEPATHh T€M, KOTO 3HAENIb U KTO
IIepPBbII B PEUTHHTE;

2. He ykaspIBail B JUUYHOU mouTe JIMIHYIO wHpopMaruw. Hanpumep, jydiie BoIOpaTh
«MY3bIKQJIBHBIV_ (paHAT@» WU «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y# ABYX3TANHYI0 aBTOPU3AIUI0. DTO KOT/[a TOMHMO MapOoJisi HY>KHO BBOJUTD
KOJI, TpHuchLIaeMblil 110 SMS;



4. BpiObepu CJIOKHBIN maposb. [l KaXKJIOTO IOYTOBOTO AIIHUKA JIOJKEH OBITh CBOM
Ha/IeXKHBIH, yCTOWYUBBIN K B3JIOMY IIapOJIib;

5. Ecsin ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMUHBIM BOIIPOC, MCIIOJIB3YU 3TY
BO3MOXKHOCTB;

6. Vcronb3yil HECKOJIBKO ITOYTOBBIX SITUKOB. IIepBBIM /1 YacTHOU IEPENHCKH C
azpecaTaMu, KOTOPBIM ThI IOBEPSEIIh. DTO BJIEKTPOHHBIN aJipec He HaJ[0 UCIIOJIb30BaTh
IIpU peructpanuu Ha GpopyMmax u cautax;

7. He oTKpbIBail aiiyibl U APYTHE BJIOKEHUS B IMHUCHhMAaX JlaKe €CIU OHU IPUIILIN OT
TBOUX ZIpy3el. JIydiile yTouHU y HUX, OTIIPABJIAJIN JIU OHU TeOe 9TU (paiiibl;

8. Ilocne okoHuaHUs PabOTHI HA IOYTOBOM CEpBHCE IIepef] 3aKPHITHEM BKJIAJIKU C
caiiToM He 3a0y/[b HA>KaTh HAa « BEINTH».

KubepOy UTHHT I BUPTYaJIbHOE U3/I€BATETHCTBO

KubepOy/UIMHT — TMpecjieloBaHHE COOOINEHUsIMH, COZAEPIKAIIUMH OCKOpOJIeHu s,
arpeccHio, 3alyTHBaHUE; XyJIUTAHCTBO; COIMAJIbHOE OOMKOTHPOBaHME C IOMOIIBIO
Pa3IUYIHBIX HHTEPHET-CEPBHCOB.

OCHOBHBIE COBETHI IO OOPBOE ¢ KNOEPOYUTHHTOM:

1. He Gpocaiicsa B 60f. Jlydmuii cmocob: MOCOBETOBATHCA KaK ceOsi BECTU U, €CJTH HET
TOT'0, K KOMY MO>KHO OOpaTHThCSA, TO BHAYAJIE YCIIOKOUThCS. Eciiu Thl HAUHEITh OTBEYATh
OCKOpOJIEHUSAMH Ha OCKOPOJIEHHSI, TO TOJIBKO ellle 00JIbIlle Pa30sKiKelllb KOH(MIIUKT;

2. YrpaByisii CBOeH KuOeppemnyTaruen;

3. AHOHUMHOCTh B CE€TH MHHMaAas. CYIJ_IGCTBYIOT CII0OCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHMHBIM aKKaYHTOM;

4. He cTouT BecTH XyJIMTAaHCKUN 00pa3 BUPTYaJIbHOM *KU3HU. IHTEpHET (PUKCUPYET BCE
TBOU JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTpy/IHUTEIHHO;

5. CobJtro/1alt CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyéi eauHUYHBI HeraTuB. OJHOPa30BbIE OCKOPOUTENIPHBIE COOOIIEHUS
JIydqIiie iTHOpUpPoBaTh. OOBIYHO arpeccus MpeKpalaeTcs: Ha Ha9aJIbHOU CTaJINu;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATIBHBIX
CETSIX eCTh BO3MOXKHOCTH OJIOKUPOBKH OTIIPABKH COOOIIIEHUH € OIIpeIeJIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenb KubepOysuimHra. TBom [AelCTBUA: BBICTYNIUTh IIPOTUB
mpecsefoBaTeNsa, IOKa3aTh €My, 4YTO €ro JIeMCTBUSA OLEHHUBAIOTCS HEraTUBHO,
MOJIEPIKATH JKEPTBY, KOTOPOH HY’KHA IICHXOJIOTUYECKAS IOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCUBHOTO MOBEJIEHUS B CETH.

Mo0OubHBIH TeedOH

CoBpemeHHble cMapT¢GOHBI U IUIAHIIETHl COZlep:KaT B cebe BIIOJIHE B3POCJIBIN
(byHKIIMOHAJS, ¥ Temepb OHU MOTYT KOHKYPHUPOBaTh €O CTAaIl[MOHAPHBIMH
KoMIbioTepaMu. OJTHAKO, CPECTB 3AIUTHI JJIs MOIOOHBIX YCTPOMCTB ITOKAa OUYE€Hb MaJIO.
TecTupoBaHUE U MTOUCK YA3BUMOCTEH B HUX IMPOUCXOAUT HE TaK MHTEHCHUBHO, KaK JJIS
ITK, To ke camoe KacaeTcss 1 MOOMJIbHBIX ITPUJIOKEHUH.



CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yiKe IMPaKTUYEeCKHd JIOTHAJIM HAaCTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupeHne QYHKIIMOHAIA BeYeT 3a cCOO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIYIO 3aIUIIEeHHOCTb.

Jlayieko He BCe IMPOU3BOIUTEIH BBHIMTYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHUIECKIIE
YSA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs 0e30IMacHOCTH MOOUJIBHOTO TeJIe(I)OHaZ

1. Huuero He sBjsgeTcs II0-HACTOAIIEMY OecIIaTHBIM. BYZ[I) OCTOPOKEH, BEAb KOIrJaa
Tebe mnpeajiararoT OecrtaTHBIHN KOHTEHT, B HEM MOI'YT OBITH CKPBITBI KaKH€-TO IIJIaTHbIE
youIyru;

2. Jlymai, npexze ueM otnpaBuTbh SMS, ¢doTo wiu Buzmeo. Thl TOUHO 3HAEIIb, I7le OHU
OyAyT B KOHEUHOM UTOTE?

3. Heob6xo1uMo 0OHOBJISTH ONIEPAIHOHHYIO CHCTEMY TBOETO CMapT¢OHa;
4. Vlcnonp3yil aHTUBUPYCHBIE IPOTPAMMBI /IJ11 MOOMJIBHBIX Te1e(pOHOB;

5. He 3arpy:kaii mpuyio:keHusI OT HEM3BECTHOTO MCTOYHHKA, BEAb OHU MOTYT COZE€PKaTh
BPEIOHOCHOE IPOrpaMMHOe 0becrieueHuE;

6. ITocie TOrO Kak ThI BBIMEIIH C CaiiTa, I7e BBOAWII JIMUHYIO0 WHGpOpPMAaNuio, 3aiu B
HAaCTPOUKHM Opaysepa | yaau cookies;

7. HepI/IOZ[quCKI/I HpOBepr/JI KaKHe€ IVIaTHbIE YCIIYTH aKTUBHPOBAHBI HA TBOEM HOMEDPE;

8. /laBaii cBoli HOMeP MOOWJIBHOTO TesieOHA TOJIBKO JIFO/ISIM, KOTOPBIX Thl 3HAEIb U
KOMY JIOBEpS€Elllb;

9. Bluetooth gomkeH OBITH BBIKJIFOYEH, KOTZa Thl UM He IOJIb3yelrbcsi. He 3a0biBait
WHOT/A IIPOBEPSATH JTO.

Online urpser

CoBpeMeHHble OHJIAMH-UTPBI - 9TO KPACOUHBbIE, 3axXBaThIBAIOIINE pa3BJjieueHUs,
00beINHAIONINE COTHU THICSAY YeJIOBEK 110 BceMy MUPY. ITpokU HccieAyoT JaHHBINA UM
MHD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33JIJaHUsA, CPAKAIOTCA C MOHCTpAMU U
MOJIyYalOT OIBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IMOKYHAIOT [AUCK, OIIAUYUBAIOT
abOHEMEHT WJIU MTPUOOPEeTaI0T KaKUe-TO OMIHUH.

Bce aTu cpencTBa uAYT Ha MOJJeprKaHUe U pa3BUTHE WIPHI, a TakKKe Ha caMy
0e30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3AI[UH, BBIITYCKAIOTCSA HOBBIE ITATYH
(rmudpoBbIe 3aIIaTKU JJ1s IPOTPaMM), 3aKPBIBAIOTCSA YA3BUMOCTHU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE€ CTOJIBKO CBOUX COII€EPHHUKOB, CKOJIBKO Kpa*XHu
TBOETI'O I1apoOJid, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIlNU 0OJIBIINHCTBA Hurp.

OCHOBHBIE COBETHI 110 O€30IIaCHOCTH TBOETO HUTPOBOI'0O aKKayHTa:

1. Ecstu gpyroii urpok BezieT cebs1 MI0X0 WU co3AaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€rO0 B CIIHCKE UTPOKOB;

2. Iloxasyiica aaMUHHUCTpPATOpaM WIPHI Ha IUIOXOE IIOBEJAEHHE HTOTO HUTPOKa,
JKeJIaTeJIbHO MPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKPUHOB;



3. He ykassiBaii 1uuHyio nHOpMAIUIO B IIpodaiijie UTrphl;
4. YBaXkall IpyTUX yYaCTHUKOB 110 UTDE;

5. He ycranaBimBaii HeopunasibHble IaTYU U MO/JIbI;

6. M criosip3yi c10KHbIE U Pa3HbIe ITapoJIH;

7. I[ame BO Bpe€MsA HUI'Dbl HE CTOUT OTKJIIOUATb aHTUBUPYC. IToxa ThBI urpaenib, TBOH
KOMIIBIOTED MOTYT 3apa3UTh.

OUIIWHT WX KpaXa JIMYHBbIX JaHHbIX

OOBIYHOUM Kpakell JIeHer U JIOKYMEHTOB CErojHs y»Ke HHUKOrO He YAWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JIOYMBINIJIEHHUKA IePEMECTUIUCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCS «JTIOOMMBIM» JI€JIOM.

Tak nmosiBHIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIN (PUIIUHT, IJIaBHAA I€JTh
KOTOPOTO COCTOUT B TOJYyYEeHUH KOHOUAEHUIHATbHBIX JAHHBIX II0JIb30BaTesell —
JIOTUHOB U napoJieii. Ha anriuiickom si3bike phishing unraercs kak ¢ummuHr (ot fishing
— pbIOHas JI0BJIs, password — apoJib).

OcHOBHBIE COBETHI 0 OOpPHOE C PUIITHHTOM

1. Cnezm 3a CBOHMM aKKayYHTOM. Ecau ThI IIoao3peBacillb, 4YTO TBOA aHKETA ObLIa
B3JIOMaHa, TO HeO6XOZII/IMO 3&6JIOKI/IpOBaTI) ee u COO6H_II/ITI> AIMHUHHCTPpaTOpaM pecypca
00 5TOM KaK MO’KHO CKOpee;

2. Hcnosnpsyii Oe3omacHble BeO-CaWThl, B TOM UYHCJIE, WHTEPHET-Mara3uHoB |
MTOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposn. Takum obpasoM, ecyin Tebs B3JIOMAIOT, TO
3JIOYMBINIVIEHHUKH TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecint Tebs1 B3710MaIIH, TO HEOOXOUMO PEAYIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBJIeHbI Y TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJi U, BO3MOXKHO, OT TBOETO
“MeHH Oy/IeT pacChUIaThCA CIIaM U CCHUJIKU Ha (PUIITMHTOBBIE CAUTHI;

5. YcraHoBH HaJiexkHbIN 11aposib (PIN) Ha MOOMIBHBIH TeledOH;
6. OTKJTIIOUM COXpaHEeHHe MapoJisd B Opaysepe;

7. He oTkpbIBail daiiyibl U Jpyrue BJIOXKEHUS B MHUChbMaX JlakKe eCJId OHU MPUIIIN OT
TBOUX JIpy3e. JIydille yTOUHU Y HUX, OTIPABJIAIN JIU OHU Tebe 5T (aiiybl.

[udposas penyranus

[{udpoBas pernyranus - 3TO HeETaTUBHAsA WJIN MMO3UTHBHAas WH(OpMaIs B ceTH o Tebe.
Komnpometupyromnias uHadopmanus pasMelleHHas B WHTEPHETe MOXKET CePhe3HBIM
00pa3oM OTpA3UTHCA Ha TBOEH peasibHOU ku3HH. «[[udpoBas permyranus» - 3TO TBOU
UMUK, KOTOPBIU (popMupyetcs u3 nadopmanuu o rede B MHTEpHETe.

TBoe MeCTO JKUTEJbCTBa, y4ueObl, TBoe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapakKTepa ¥ paccKasbl 0 OJIM3KHX - BCE 9TO HAKAIIJIMBAETCS B CETH.



MHorue noApOCTKHU JIETKOMBICJIEHHO OTHOCSTCA K IMyOJIUKAIIUY JIMYHOU HHGpOPMAITUH B
HHTepHeTe, HE TIOHUMAs BO3MOXKHBIX MTOCaeACTBUM. ThI /laske He CMOKEITb JI0TaZaThCs
o ToM, uTo doTtorpadus, pa3MmellieHHas 5 JeT Ha3aJ, CTajla IPUUYNHON O0TKa3a IPUHATH
TebsA Ha paboTy.

KommenTapuu, pasmemieHne TBoux ¢dotorpaduii U Apyrue AeUCTBUSA MOTYT He
HUCUE3HYTh JlasKe TOCJIE TOTO, KaK Thl MX YAAJHIIb. Thl HEe 3HAEIIb, KTO COXPAaHWII 3Ty
vHopManuio, momnaja JU OHAa B IOWCKOBBIE CHUCTEMBI M COXpAaHWJIACH JIM OHA, a
IJIaBHOE: UTO IOJ[yMalT O Tebe OKpY:Karollee JIIOAU, KOTOpble HAUAYT U YBUJSAT 3TO.
Hatitu nHpOpMAaII0 MHOTO JIET CIIYCTsI CMOKET JIF0O0H - KaK U3 0OPBIX ITO0YKIEHUH,
TaK ¥ ¢ HAMEePEHNEM MPUUYNHUTH BPe. ITO MOKET OBITH KTO YTOITHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITUPPOBON pemyTaIluu:

1. I[Toxymaii, mpexkze 4yeM 4TO-TO IIyOJIMKOBATh U IEpefaBaTh y ceOsa B OJyiore WU B
COITMAJIBHOU CETH;

2. B HacTporikax nmpo¢usis yCTAaHOBU OTPAaHUUEHUS HA IPOCMOTP TBOETO MPODUIISA U €ETO
COIEP;KUMOTO, c/ieJIall ero TOJIBKO «JIJIs IPYy3€ei»;

3. He pasmemaii u He ykaspiBail ”HGOPMAIUIO, KOTOpasg MOKeT KOro-a1u00 0CKOpOJIATh
WA OOMIKATh.

ABTOpCKOE IPaBO

CoBpemMeHHble IIKOJBHUKU- AaKTUBHBIE II0JIb30BATEIU ITU(POBOTO MPOCTPAHCTBA.
OpHako Jajeko He BCe 3HAKT, YTO II0JIb30BaHWE MHOTHMHU BO3MOKHOCTAMH
1 poBOro Mupa TpedyeT cobJII0/IEHNs MTPAaB HA HHTEJUIEKTYUThHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJIEKTyaIbHAsA COOCTBEHHOCTh» OTHOCHUTCS K PA3JIUUYHBIM TBOPEHHUAM
YeJIOBEUECKOTO0 yMa, HAUMWHAs C HOBBIX M300peTeHHMU U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOJYKTHl U YCJIYTH , U 3aKaHUYMBasA KHUraMu, dororpaduamuy,
KUHO(UIbMaMU ¥ My3bIKQJIbHBIMU IPOU3BECHUAMU.

ABTOpCKUE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha MIPOU3BEJeHUA
HayKH, JINTEpPaTypbl U UCKycCTBa. ABTOpCKUe IIpaBa BBICTYNAIOT B KauecTBe rapaHTUH
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKUH TPy aBTOpa He Oy/IeT HAaIIPACHBIM, ACT MY
CIIpaBeJIJINBble BO3MOKHOCTU 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPyZa, IMOIYIUTh
HU3BECTHOCTH U IpusdHaHue. HukTo 6e3 pa3penieHns aBTopa He MOKET BOCITPOMU3BOIUTH
ero IpousBefieHNe, PpacHpOCTPAHATh, MNyOJUYHO JEeMOHCTPUPOBATh, IIPO/ABAaTh,
MMIIOPTUPOBATh, IMYCKATh B MPOKAT, MyOJHMYHO HCIOJTHATH, IOKA3bIBATH/UCIIOIHATH B
a¢dupe win pazmemath B IHTEpHETE.

Vcnosp30BaHUE «IIUPATCKOTO» IMPOrPAMMHOrO O0ecrevYeHUus] MOXKET IPUBECTH K
MHOTHMM PHICKaM: OT IOTEPH JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T7le YCTAHOBJIEHHBIN He JieraibHas mporpamMma. He crout Takske 3a0bIBATh,
YTO CYyIIIECTBYET JIETATbHbBIE U OeCIIaTHbIE IPOTPAMMBI, KOTOPbIE MOKHO HAUTH B CETH.

O noprase

CereBU4OK.p - TBOH TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIIb Y3HATh O
0€30IMaCHOCTH B CETU IOHATHBIM M JIOCTYIHBIM S3BIKOM, a INPU BO3HUKHOBEHHU
KPUTUYECKON CUTyallud OOpaTHThCSA 3a COBETOM. A TakKke IPUHATH ydYacTUE B
KOHKYypCax U CTaTh CaMbIM ITU(PPOBBIM I'POKIAHUHOM !



IIpusnoxenue N° 3

ITamarTka a8 poauTesier 00 HHPOPMAITHOHHOM 0€30IMacCHOCTH
neren

OnpeneneHne TepMHHaA «HWHGOPMAIIMOHHASA 0€30MacHOCTh JIeTel» COJIEPKUTCA B
®enepanbHoM 3akoHe NO 436-DP3 «O 3amure gereil oT HHGOPMAIUU, IPUYUHAIONIEN
Bpe/, X 37I0POBBI0 M PAa3BUTHIO», PETYIUPYIONINM OTHOIIEHUS, CBSI3aHHBIE C 3aIIUTON
nereri or wHGOpPMAIUK, MPUYHHAIOINEA BpeJl WX 3/I0pOBbI0 U (WIM) Pa3sBUTHIO.
CorslacHO IaHHOMY 3aKOHY «HH(pOPMAaIMOHHAsI 6€30I1aCHOCTh JIETEH» - TO COCTOSIHUE
3aIUIIEHHOCTH, IIPU KOTOPOM OTCYTCTBYeT PHCK, CBS3aHHBI C MTPUYUHEHUEM
nHopManed Bpeia X 3/I0POBbI0 U (WIn) PU3HIECKOMY, IICUXUUYECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro sakoHa NO 436-®3 wuHdopmaruell, TPpUUYUHAIOIIENR Bpes
37I0POBBIO U (MJIN) Pa3BUTHIO JIETEH, ABJISIETCS:

1. mHpOpMAaIU, 3alIpeleHHas JJIs pACIIPOCTPAHEHUs CPEIU JAeTel;

2. uadopmanus, pacupocTpaHeHre KOTOPOU OIpaHUYEHO CPeZiU JleTell OIpe/iesIeHHbIX
BO3PACTHBIX KaTeTOpUH.

3. K uadopmanuu, 3anpenieHHOH 1Sl pacCIIPOCTPaHEHUs CPe/IU JleTel, OTHOCUTCA:

4. nabopManusa, nolyKaarmas JleTed K COBEPIIEHUI0 JAeHCTBUM, MPeICTABIISIONINX
yTpo3y UX JKU3HU U (WIM) 30POBBIO, B T.4. MIPUUYMHEHHUIO Bpela CBOEMY 37[0POBBIO,
caMOyOUICTBY;

5. CIIOCOOHOCTH BBI3BATH Y JIETEU JKeJlaHWE YIIOTPeOUTh HAPKOTHYECKHUE CPE/ICTBA,
IICUXOTPOITHbIe ¥ (WM) OJypMaHWBAIOIINE BeEIIeCTBa, TabadHble W3EUA,
AJIKOTOJIbHYIO M CITIPTOCO/IEPIKAIIYIO0 ITPOAYKITUIO, TUBO U HATTUTKHU, N3TOTABINBAaeMble
Ha €ro OCHOBe; NPHUHATH y4YacTHE B a3apTHBIX HUrpaX, 3aHUMATHCS HPOCTUTYIIHEH,
OPOASKHUYECTBOM WJIH IIOIIPOIIAafHUYECTBOM;

6. 00OCHOBBIBAIOIAsA WJIM OIpPaBAbIBAKOINAA JOIMYCTUMOCTh Hacwiausd © (wim)
’KECTOKOCTH JIMOO TMOOy:KaatoIiasi OCYIIECTBIATh HACUIbCTBEHHBIE JIEUCTBHUA IO
OTHOIIIEHUIO K JIIOJAM U KUBOTHBIM;

7. OTPUIIAIOIIAsA CeEMeHHbIe IeHHOCTH W (GOPMHPYIOIIAs HEYyBAKEHHE K POJUTENISAM H
(wIm) APyruM 4ieHaM CEMbH;

8. ompaspIBaloIas MPOTUBOIIPABHOE ITOBE/IEHHUE;
9. coZiep:Kallas HelleH3ypHYIo OpaHb;
10. cojiepskarasi “HQOPMAIIHIO TOPHOTPAdUUIECKOro XapaKTepa.

K nndopmaruu, pacnpocTpaHeHHe KOTOPOU OTPAHUYEHO CPE/IU JIETEH OIPeIeIEHHOTO
BO3pacTa, OTHOCUTCA:

1. mHpOpMAIUs, IIPe/ICTaBIsAeMasl B BHU/ie U300pa’KeHUsI WJIM OITHMCAHUsA 3KECTOKOCTH,
¢usmyeckoro u (MIKM) TCHXWUYECKOTO HACHIHS, IMPECTYIUIEHHA IJIH HWHOTO
AHTHOOIIECTBEHHOIO IEHUCTBUA;


http://vip.1obraz.ru/#/document/99/902254151/
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2. BBI3BIBAIOINAA Y JleTel CTpaX, y»Kac WM MAHUKYy, B T.U. MpeJCTaBjisieMas B BHJE
U300pakeHusl WU OIUCAHUSA B YHIDKAIOIIEH 4YesIoBeuecKoe JIOCTOMHCTBO ¢dopme
HEHACWJILCTBEHHOU CMEPTH, 3a00JIeBaHNsA, CAMOYOHUICTBA, HECUACTHOT'O CJIy4dasi, aBApUH
WIN KaTacTpodbl U (MJIN) UX MOCJIE/ICTBUL;

3. IIpeJicTaBjisseMas B BUJie N300pa*keHUs WU OMHCAHUS TOJIOBBIX OTHOLIEHUH MeXKIy
MY>KYUHOU U JKEHIINHOM;

4. coJlep>kalnias Opa”HHbIe cJI0BA U BhIPaXKeHU, He OTHOCAIMecs K HelleH3ypHOU OpaHu.

C yuetroMm aToro Bam mpepsararorces mpaBusia paboThl B ceTu MIHTEPHET /1A Pa3/IMYHBIX
BO3PACTHBIX KaTeropui, cobJtiozieHEe KOTOPBIX MO3BOJIUT obecreunThb
nHGOPMaAIMOHHYI0 0€30ITaCHOCTD BAIIIUX JIETEN.

OO1rye mpaBwWJIa JUIS POAUTEIEN

1. HesaBucumo oT Bo3pacta pebeHKa WCIIOJB3YHTE IPOTPAMMHOE ObOeclieyeHue,
roMoraroiiee QGUJIbTPOBATh M KOHTPOJIUPOBATh HH(GOPMAIUIO, HO He II0oJaraiTech
MOJTHOCTHIO Ha Hero. Bame BHMMaHMe K peOEHKY - TJIAaBHBIA METO/] 3aIIIUTHI.

2. Ecsiu Bamn peGeHOK UMeeT aKKayHT Ha OJTHOM U3 COIMaIbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru wu T.I.), BHUMaTeJIbHO WBYYHUTE, KaKyl0 HH(MOPMAIUIO
IIOMENIAI0T er0 YYacTHHUKU B CBOUX Npoduisax u Osorax, BkiIouas Qororpadpum u
BH/IEO.

3. IIpoBepbTe, ¢ KaKUMU APYTUMH CaliTaMU CBs3aH COIIMAJIBHBIM cepBUC Bamiero
pebenka. Crpanmuku Bamiero pebenka MOryT ObITh 0Oe30HacHBIMU, HO MOTYT U
coJlep:KaTh CChUIKU Ha HeKeslaTeJIbHbIe U OlacHble CAalThl (HampuMep, HOPHOCAUT, UIN
CalT, HA KOTOPOM JIpyT YIIOMHHAeT HOMEP COTOBOTO TesedoHa Bamero pebenka wmim
Bamr qomarHui aapec)

4. IToomrpsitte Bamux gereit coobmats 060 BCEM CTPAHHOM WJIM OTTAJIKUBAIOIIUM U HE
CJIMIIIKOM OCTPO pearupyure, KOrJia OHU 3TO JIeJIA0T (M3-32 OMaCeHUs MOTEPATH TOCTYIl
K VHTEepHeTy JeTH He TOBOPAT POJAUTENAM O IMpobseMax, a TaKKe MOTYT HadaTh
HCII0JI30BaTh VIHTEpHET BHE JI0MA U MIKOJIBI).

5. Bynbre B Kypce ceTeBol ku3HU Bamiero pebenka. VIHTepecyiTech, KTO UX JIPYy3bs B
W HTepHEeT Tak ke, KaK HHTepecyeTeCh peajlbHbIMU JPy3bAMH.

Bospacr ot 7 1o 8 net

B VHTEepHETE peOEHOK CcTapaeTcs MOCETUTH Te WJIM WHBIE CANThl, a BO3MOKHO M YaThl,
paspelleHre Ha IOCelleHHe KOTOPBIX OH He MOoJIydus Obl OT poxutesieil. ITosTomy
poauTesisiMm OCOOEHHO TOJIE3HBI OyAyT Te OTYEThl, KOTOpPbHIE IPEIOCTABJIAIOTCS
IporpaMMaMy 10 OTPAHUYEHUI0 HCIOJIb30BaHUA HTepHeTa, T. e. Poauresnbckui
KOHTPOJIb WJIN TO, YTO BBl CMOKETe yBUJIETh BO BpeMeHHbIX (aiyiax. B pesysnbrarte, y
pebeHka He OyZeT OILIyIIeHUs, YTO 32 HUM BeJIeTCS MOCTOSHHBIM KOHTPOJIb, OTHAKO,
poauTenn OyAyT IMO-TIPeXKHEMY 3HaTh, KaKHe CAaUThI Iocelaer ux pebeHok. letu B
JAHHOM BO3pacTe 00J1aJ]al0T CHJIBHBIM YYBCTBOM CEMbH, OHU JIOBEPUMBBHI U HeE
COMHeBaIOTCs B aBTopuTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IYTEIIECTBOBATH 10
HTepHETy, HCHONB3ysA 3JEKTPOHHYIO IOYTY, 3aXOJUTh Ha CAWThl U 4YaThl, He
PeKOMeH/I0BaHHbIE POAUTEIAMH.

CoseTbl 110 Oe3011aCHOCTH B ceTu VIHTEpHET 115 ieTel 7-8 et



1. Co3maliTe CIMCOK JAOMAIITHUX IIPaBWJI MOCeleHusi VIHTepHeTa MPU yJYacTUH JIeTeH U
Tpeby¥iTe ero BhITIOTHEHUS.

2. TpebOyiite or Bamero pebGeHka coOIO/IEHUS BPEMEHHBIX HOPM HAaXOXKAEHUS 3a
koMmIpioTepoM. [Tokaxkute pebeHKy, yTo Bbl Hab/I071aeTe 32 HUM He MOTOMY uTO Bam
3TO XOYeTcs, a IOTOMY YTO Bl OecliokouTech 0 ero 6e30IacHOCTH U BCer/ia TOTOBBI eMy
IIOMOYb.

3. Komnbrotep ¢ noskioueHueM Kk VIHTEpHETY ZTOI?KEH HAaXOAUThCS B O0Ield KOMHATe
[0/l IPUCMOTPOM POJIUTEIEN.

4. I/ICHOHBBYﬁTe Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAIIIMHBI.

5. HCHOHBSYﬁTe CpeACTBa 6J'IOKI/IpOBaHI/IH HeXelaTeJIbHOT'O KOHTEHTAa KaK JOIIOJITHEHHE
K CTaHJapTHOMY POZII/ITEIII)CKOMy KOHTPOJIIO.

6. CozpaiiTe ceMeWHBIH 3J€KTPOHHBIA SIIMHUK, YTOOBI HE IO3BOJIUTH JETSIM HMETH
coOCTBEHHBIE ajipeca.

7. BJIOKPIPYI;JITG AOCTYII K calitaM ¢ OecIJIAaTHBIMU ITOYTOBBIMU AMKXKaM#KA C IIOMOIIIBIO
COOTBETCTBYIOILIETO IIPOTPAMMHOTI'O obecrieueHusl.

8. Ilpuyuure pgereil coBeToBaTbcA ¢ Bamm mnepes; omyOGIMKOBaHUEM KaKoOUM-1n0OO0
nHGOpPMAIIUU CPEJICTBAMU 3JIEKTPOHHOU IIOYTHI, YAaTOB, PETUCTPAIUOHHBIX (GOPM H
npoduien.

9. Hayuure sereii He 3arpy:kaThb Gailibl, IporpaMMbl WJIN MYy3bIKy 0Oe3 Ballero
corJiacusi.

10. He paspemaiiTe [AeTsM HCIOJIB30BaTh CIY:KObI MTIHOBEHHOTO 0OOMeHa
COOOIIEHUAMMU.

11. B «Besblii» CIMCOK CAlTOB, pa3pelleHHBIX /IS TOCeIeHNsl, BHOCUTE TOJIBKO CAUTHI C
XOPpOIIIEH peryTamyen.

12. He 3abpIBaiiTe GecezioBaTh ¢ AeThbMU 00 UX JIpy3bsax B IHTepHeTe, Kak ecu Obl pedb
1112 O ZIPY3bsSIX B PEATbHOMU KU3HU.

13. He genaiite «Taby» 13 BOIPOCOB ITOJIOBOM KU3HU, TaK Kak B VIHTEpHeTe JIeTH MOTYT
JIETKO HATKHYThCSA HA TOPHOTPadUI0 UJIN CAUTHI «/1IJI1 B3POCIIBIX».

14. Ilpuyuure Bamero pebGeHka cooOIIaTh BaM O JIOOBIX Yrpo3ax WM TPEBOTAX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBalTECh CIIOKOMHBIMU U HAIIOMHHUTE JIETSIM, UTO OHU B
0e30IaCHOCTH, €CJId CaMU paccKa3ajd BaM O CBOMX TpeBorax. IIOXBajiNTe HX U
IIOCOBETYHTE MOJIONTH €llle pa3 B MOAO0HBIX CITydasiX.

Bo3spacr gereii ot 9 /10 12 j1eT

B nanHOM BO3pacre JeTH, KaK IPAaBUJIO, y:Ke HACJBIIIAHBI O TOM, Kakasd UH(pOpMaLusa
cymectByer B MHTepHeTe. COBEpIIEHHO HOPMA&JIBHO, YTO OHHU XOTAT 3TO YBUJETH,
IIpoYecThb, yciblmaTh. IIpy 3TOM Hy»KHO IIOMHHUTB, 4YTO JOCTYIl K HeKesaTeJbHbIM
MarepuajaM MOXKHO JIeTKO 3a0JIOKMpOBATh IPU IOMOIINU CpefcTB PoauTenabckoro
KOHTPOJIA.

CoBeThlI 110 6€30IMaCHOCTH JJISA IETEH OT 9 /10 12 JIeT



1. Co3zaiiTe CIIMCOK JOMAIITHUX IPaBWJI MocelleHuss VHTepHEeT MPU yJyacTHU JIeTed U
Tpeby¥iTe ero BhITIOTHEHUS.

2. TpeOyiiTe ot Bamero pebeHka coOJTIOIeHUS HOPM HaXO0XK/IEHUS 32 KOMITBIOTEPOM.

3. HaGmogaiiTe 3a pebeHKOM IIpu paboTe 32 KOMIIBIOTEPOM, MOKAXKUTE €My, UTO Bbl
OecrioKouTeCh O ero 6€30IaCHOCTH U BCer/ia TOTOBBI OKa3aTh €My IIOMOIIIb.

4. KommbioTep ¢ mogkaodYeHrneM B VIHTepHET /I0JKEH HAXOAUTHCA B OOIEN KOMHATe
T10/T IPUCMOTPOM POJIUTEJIEN.

5. Ucnonp3yiiTe cpeicTBa 0JIOKUPOBAHUSA HeXKeIaTeJIbHOTO KOHTEHTa KakK /J0IOJJHEHUE
K CTaHZ@pTHOMY PoiuTEThCKOMY KOHTPOJTIO.

6. He 3a0pIBaiiTe MpUHUMATh HETIOCPEJCTBEHHOE YUACTHE B JKU3HU peOeHKa bece10BaTh
¢ leTbMU 00 UX Apy3bsax B IHTepHeTe.

7. HacrtauBaiiTe, 4TOOBI JIETH HUKOT/IA HE COTJIAIIAJINCH HA JIMYHBIE BCTPEUH C APY3bIMHU
o Murepuery.

8. Ilo3BosAlTe JIeTSIM 3aXOAUTH TOJBKO HA CaNThI U3 «0EJI0ro» CIHCKA, KOTOPBIH
co3ZlaliTe BMECTe C HUMU.

9. Ilpuyuure seTeli HHUKOTZIAa He BBIZaBaTh JIMYHYI0 WH(MOPMANHUIO CpeACcTBaMU
9JIEKTPOHHOW TIOYTHI, YaTOB, CHCTEM MI'HOBEHHOTO OOMEHa COOOIIEeHUsIMU,
perucTpanmuoHHbIXx (GOpPM, JUYHBIX HTpoduaed W IMPU PerucTparid Ha KOHKYDPCHI B
HNuTepHerTe.

10. [Ipuyuure fieTeil He 3arpyxKarth nporpaMmMmbl 6e3 Bamiero paspemienus. O0bsacHUTE
MM, 4YTO OHU MOTYT CJIy9allHO 3arpy3uTb BHPYChl HJIN JPYroe HeXKeJaTeIbHOe
IporpaMMHOe obecIieueHue.

11. Cospatite Bamemy peGeHKYy OTpaHUUYEHHYIO YYeTHYIO 3amuch Jjisi pabOThl Ha
KOMIIBIOTEDE.

12. Ilpuyumurte Bamero pebGeHka cooOIIaTh BaM O JIOOBIX Yrpo3ax WU TPEBOTax,
cBsA3aHHBIX ¢ VlHTEepHEeTOM. HamomHuuTe feTsiM, 4To OHU B 6€30IACHOCTH, €CJIM CaMU
pacckasaim BaM O CBOUX TPEBOTAX U OIMACEHUSAX.

13. Pacckaxkure zietsim o nopHorpaguu B IHTEepHETE.

14. HacrauBaiiTe Ha TOM, 4YTOOBI Je€TH IPEAOCTABJISUIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOU MOYTE, YTOOBI BbI yOE/ITMIIUCH, UTO OHU HE OOIIAI0TCS C HE3HAKOMIIAMHU.

15. OObsAcHUTE [JeTsAM, 4YTO HeJb3s WCIOJb30BaTh CETh JJIs XyJWUTAHCTBA,
pacrpocTpaHeHus CIJIeTEH WU yTPO3.

Boapacrt zereit ot 13 710 17 JeT

B saToM BO3pacre mOAPOCTKM aKTUBHO HUCHOJIB3YIOT IMOUCKOBBIE MAIIMHBI, OJIb3YIOTCS
BJIEKTPOHHOU IMOYTOH, CiIy:k0aMu MTHOBEHHOTO OOMeHa COOOIIEHUSMH, CKaYHUBAIOT
My3BIKy U GuiIbMbl. MasbuuKaM B 5TOM BO3pacTe OoJIbllle MO HPaBy CMETaTh BCE
OTpaHUYEHUs, OHU IKAXKIYT TIpyboro IOMOpa, a3apTHBIX WIP, KAPTUHOK «JUIA
B3POCJIBIX». /IeBOUKH MPEAIIOYNTAIOT OOIIATHCA B YaTax, IIPU 5TOM OHU Topaszio 6osee
YyBCTBUTEJIbHBI K CEKCYyaJIbHBIM JIOMOTaTeIbcTBaM B lIHTepHeTe.



3ayacTtyio B JAaHHOM BO3pacTe POAUTENIAM y:Ke BecbMa CJIO’)KHO KOHTPOJIMPOBATh CBOUX
neTeii, Tak kKak 00 lHTepHeTe OHU y»Ke 3HAIOT 3HAUUTEIHLHO OOJIbIIE CBOUX POJIUTENIEN.
Tem He MeHee, He OTIyCKaliTe JeTell B «CBOOOJHOEe IUIaBaHHWE» IO VIHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBATh B 00I[eHUN pebeHKa B lIHTEpHeTe.

BaxxHo mo-mpekHEMY CTpPOrO coOJIoAaTh mpaBuiaa HTEpHET-0€30macHOCTH -
corJIallleHWe MEXKIY POJIUTENAMU U JeTbMu. Kpome TOro, HeoOXOAUMO KaK MOKHO
yalle IpoCMaTPUBaTh OTUETHI O JIesITEIbHOCTH JieTeli B VIHTepHeTe. CiieryeT o6paTUTh
BHHUMaHHE Ha HeOOXOJUMOCTb COJIEPKAHUsS POJUTENIbCKUX TMapoJied (maposieit
aIMUHHCTPATOPOB) B CTPOTOM CeKpeTe U OOpaTWTh BHUMAHHE HA CTPOTOCTh 3THUX
mapoJiei.

CoBeThlI 110 O6€30IIaCHOCTH B 3TOM BO3pacre oT 13 /10 17 JIET

1. CozpaiiTe CIHCOK JIOMAIIHUX IIPaBWJI ToOceleHus IHTepHeTa IpH ydacTUH
TIOJIDOCTKOB W TpebyliTe Oe3ycsIOBHOTO ero BbIMoiHeHusA. OOroBopute ¢ pebEeHKOM
CIIFCOK 3amlpelleHHBbIX CaUuTOB («4YepHBIA CIIMCOK»), dachl paboThl B M HTepHeTe,
PYKOBOJICTBO 110 00ITIeHUI0 B VIHTEpHETE (B TOM YHCJIE B YaTaX).

2. KOMHI)IOTep C IIOAKJIIOUEHHEM K CETU I/IHTepHeT JAOJIZKEH HaXOJHUTHCA B o6me171
KOMHaArTe.

3. He 3a0bIBaiiTe GeceioBaTh ¢ AeTbMH 00 HX JIpy3bsixX B MIHTEepHETE, 0 TOM, YEM OHH
3aHATHI TAKUM 00pa3oM, OyZITO peub HUIET O APY3biIX B pealbHOH ku3Hu. CrpaiinBanTe
O JIIOJISIX, C KOTOPBIMH JE€TH OOIIAIOTCS ITOCPEZICTBOM CJIY:KO MTHOBEHHOTO OOMEHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, UTO ITH JIFOAU UM 3HAKOMBI.

4. Vcnionp3yliTe cpezicTBa OJIOKMPOBaHUSA HexKeJlaTeJIbHOTO KOHTEHTA KakK JIOTOJIHeHue
K CTaH/IaPTHOMY Po/IUTETbCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMHU 4YaTaMu TMOJb3yIOTcA Bamm getu. Iloompsiite
HCIIOJIb30BaHUE MOJIEPUPYEMbBIX UaTOB M HAcTauBaiiTe, YTOOBI €T He OOIIAINCh B
IIPUBATHOM peXuMe.

6. HacrauBaiiTe Ha TOM, YTOOBI JIeETH HUKOT/I[A HE BCTPEUAINCH JIUYHO C PY3bsIMU U3
cetu IHTEpHET.

7. llpuyuwTe pAeTell He BBIZIABAaTh CBOIO JIMYHYI0 HWHQOPMAIUIO CpeACTBAMU
BJIEKTPOHHOM TIOYTHI, YATOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIeHUsIMH,
pervcTpanuoHHbIX (QOpM, JUYHBIX ONpoduaed U NPU PerucTpaliid Ha KOHKYPCHI B
WNuTepHere.

8. IIpuyuute Aetell He 3arpy:kaThb nmporpamMMmsl 6e3 Barmiero pasperenus. O0bsacHUTE
UM, 4YTO OHU MOTYT CJIy9allHO 3arpy3uTb BHUDPYChl HJIN JPYroe HeXKeJaTeIbHOe
IIporpaMMHOe ObecIieueHue.

9. Ilpuyuure Bamero pebGeHka coobmaTh BaM O JIIOOBIX Yrpo3ax WM TPeBOTaXx,
cBsA3aHHBIX ¢ VlHTEepHEeTOM. HamomHuuTe neTsiM, 4To OHU B 6€30IACHOCTH, €CJIH CaMU
pacckaszajii BaM, O CBOMX yIrpo3ax WM TpeBorax. IloxBajiure UX W TOCOBETYHTE
IIO/IOUTH ellfe pa3 B MO00HBIX CIIydasX.

10. Pacckaxure geraMm o nopHorpaduu B MHTepHeTe. ITomorute uM 3alIUTUTHCA OT
criama. HayumTe ©OAPOCTKOB He BbIaBaTh B LVIHTEpHETE CBOEro peabHOTO
9JICKTPOHHOI'O ajipeca, He OTBeYaTbh Ha HeKkesaTesJbHble INHCbMa W HCI0Jb30BaTh
cIieriuasbHble II0YTOBBIE (DUIIBTPHI.



11. [Tpuyuure cebst BHAKOMUTHCSA C CAUTaMH, KOTOPBIE ITOCEMIAOT ITOJIPOCTKH.

12. Haqu/ITe I[eTeﬁ YBaXaTb JAPYTI'X B UHTEPHETE. Y6e/:u/1Tecr,, YTO OHH 3HAIOT O TOM, YTO
IIpaBHJIa XOPOIIIETO IIOBEAECHUA I[GflCTByTOT Be3ae — JaxKe B BUPTYaJIbHOM MHUDE.

13. O0BscHUTE AE€TAM, 4YTO HH B KOEM CJIy4da€ HEJ/Ib3Ad HCIIOJIb30BaTb Cetb AJIA
XyJIUTaHCTBA, paClIPOCTpaHEHUA CIIJIETEH UJIN YI'PO3 APDYIUM JIIOAAM.

14. ObcyauTe ¢ MOAPOCTKAMU IMPOOJIEMBI CETEBBIX a3aPTHBIX UTP U HMX BO3MOXKHBIU
puck. HanmomHuTE, YTO IeTH HE MOTYT UTPAaTh B 3TU UI'PHI COIJIACHO 3aKOHY.

[TocTOAHHO KOHTPOJIUPYHTE HCIOJIb30BaHue MHTepHera Bamum pebenkom! Oto He
HapylleHWe ero JIMYHOI'O IIPOCTPAHCTBA, a Mepa MPefOCTOPOKHOCTU U IIPOSABJICHUE
Barreit poguTebCKOl OTBETCTBEHHOCTH U 3a00THI.
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